BO THONG TIN VA TRUYEN THONG  CONG HOA XA HOI CHU NGHIA VIET NAM
Poc lap — Tw do — Hanh phiic

S/ /2019/TT-BTTTT Ha Néi, ngay (S thing A& néim 2019

THONG TU
Quy dinh Danh muc tiéu chuin bit budc 4p dung
vé chir ky s6 va dich vu chig thwe chit ky s theo mé hinh
ky s6 trén thiét bi di déng va ky sb tir xa

Can cir Ludt giao dich dién tir ngay 29 théng 11 ném 2005,

Can cit Nghi dinh SO;, 130/2018/ND-CP ngay 27 thdng 9 nam 2018 cia
Chinh phu quy dinh chi tiét thi hanh Lugt giao dich dién tir vé chit ky sé va
dich vu chiing thuc chir ky s6;

Cén cit Nghi dinh s6 17/2017/NP-CP ngay 17 thing 02 ndm 2017 cia
Chinh phii quy dinh chitc ndng, nhiém vu, quyén han va co cdu té chire ciia
Bo Thong tin va Truyén thong;

Theo dé nghi cua Vy truong Vu Khoa hoc va Cong nghé,

B¢ truong Bo Thong tin va Truyén thong ban hanh Théng tw quy dinh
Danh muc tiéu chuan bat buge dp dung vé chit ky so6 va dich vu chung thuc
chit ky 56 theo mé hinh ky 56 trén thiét bi di dong va ky so tir xa.

Diéu 1. Pham vi diéu chinh

_ Thoéng tu nay quy dinh Danh muc tiéu chuan bt budc ap dung ,vé chi
ky s6 va dich vu chiing thuc chit ky s6 theo mé hinh ky s0 trén thiét bi di
dong va ky so tir xa (Phu luc kém theo).

Diéu 2. Di twong ap dung

Théng tu nay 4p dung di vai td chire cung cép dich vu ching thuc chit
ky s6 cong cong, 6 chirc cung cap dich vu ching thuce chit ky s6 chuyén dung
clia co quan, to chirc duoc cz“ip gié‘iy chitng nhan du diéu kién dam bao an toan
cho chir ky sb chuyén dung, t6 chic cung ce"ip dich vu chimg thuc chir ky sb
nudc ngoai ¢ chimg thu sé duge Bo Thong tin va Truyén théng cong nhan
tai Viét Nam cung cép dich vu ching thuc chit ky s6 theo md hinh ky sb trén
thiét bi di dong va ky s6 tir xa; tb chic, ca nhan phat trién tng dung st dung
chit ky so, cung cdp giai phép chit ky sb theo mé hinh ky sé trén thidt bi di
dong va ky sb tir xa.

Diéu 3. T6 chire thue hién

1. B6 Théng tin va Truyén thong ra soét, sira ddi, bd sung Danh muc
tiéu chuan bat budc 4p dung vé chit ky sb va dich vu chung thuce chir ky so
I



theo mo hinh ky s6 trén thiét bi di déng va ky sb tir xa quy dinh tai Diéu 1
Théng tu nay phi hop véi tinh hinh phét trién cong nghé va chinh sach quan
1y cua Nha nuéec.

2. Vu Khoa hoc va Cong nghé c6 trach nhiém chu tri ra soat, cdp nhat
Danh myc tiéu chuin bét budc ap dung vé chit ky sb va dich vu ching thuc
chir ky s6 theo mé hinh ky s6 trén thiét bi di dong va ky sb tir xa quy dinh tai
Diéu 1 Théng tu nay.

3. Trung tdm Ching thuc dién tir quéc gia cé trach nhiém huéng dan,
kiém tra, d4nh gi4 viéc ap dung céc tiéu chudn thude Danh muc tiéu chuan bt
budc 4p dung vé chir ky sb va dich vu chimg thuc chir ky sé theo mé hinh ky
56 trén thiét bi di dong va ky s tir xa quy dinh tai Didu 1 Thong tu nay.

Diéu 4. Pidu khoan thi hanh
1. Thong tu nay c6 higu luc thi hanh ké tir ngay 01 thang 4 nim 2020.

2. Trong trudng hop c6 su khédc nhau gitta quy dinh cua Thoéng tu nay
v6i quy dinh ctia Théng tu s6 39/2017/TT-BTTTT ngay 15 thang 12 nam
2017 ban hanh Danh muc tiéu chudn k§ thuét vé ung dung cbéng nghé théng
tin trong co quan nha nuéc vé cung mét tiéu chuén lién quan dén st dung chir
ky s6 va dich vu chimg thue chit ky s do cac té chirc cung cp dich vu chimng
thuc chir ky sé cung cép trong co quan nha nudc thi 4p dung quy dinh cua
Thoéng tu nay.

3. Chanh Vian phong, Vu truéng Vu Khoa hoc va Cong nghé, Giam déc
Trung tdm Chung thuc dién tir quéc gia, Thu truong cac co quan, don vi
thude Bg, cc t6 chirc, ¢4 nhan ¢6 lién quan chiu tréch nhiém thi hanh Thong
tu nay.

4. Trong qué trinh thuc hién, néu cé khé khan, vudng méc, cac co
quan, t6 chirc va c4 nhan phan énh kip théi v& Bo Thong tin va Truyén thong
dé xem xét, giai quyét./. @

Noi nhin: BQ TRUONG
- Thu tudng, cac Phé Tha tuéng Chinh phu; = ’
- Cac B9, co quan ngang B0, co quan thugc Chinh phu; ,
- UBND va S& TTTT céc tinh, thanh phé truc thuée TW4
- Cuc Kiém tra van ban QPPL (B Tu phap);

- Cong bao, Cong thong tin dién tir Chinh phi:
-B6 TT&TT: B truéng va cac Thir trudng,
cdc co quan, don vi thude Bo,
Céng théng tin dién tir Bo TTTT,
- Luu: VT, KHCN (250).

Nguyén Manh Hung



Phu luc

DANH MUC TIEU CHUAN BAT BUQC AP DUNG VE CHU KY SO

VA DICH VU CHUNG THU'C CHU KY SO THEO MO HINH

KY SO TREN THIET BI DI PONG VA KY SO TU XA
(Ban hanh kém theo Thong tu s6 16 /2019/TT-BITTT ngay 05 thdng 12 ndm 2019

ciia B$ triedng B Thong tin va Truyén théng)

S6 Loai Ky hiéu Tén day da Quy dinh
TT | tieu chuan | tiéu chuan cua tiéu chuan ap dung
1 | Chir ky s6 va dich vu chimg thwe chir ky sé theo mé hinh Ky sb trén thist
bi di déng (Mobile PKI)
1.1 | Tiéu chuiin mit ma va chir ky sb
1.1.1 | Mat ma phi | PKCS #1 RSA Cryptography - Ap dung mat
doi xtmg va Standard trong hai tiéu
chir ky so chuan.
- B6i véi tieu
chuan RSA:
ANSI Public Key Cryptography |+ Phién ban 2.1
X9.62-2005 | for the Financial .Ser.'wces + Ap dung Iuge
Industry: The Elliptic dd RSAES-OAEP
Curve Digital Signature d8 ma hoa va
Algorithm (ECDSA) RSASSA-PSS dé
ky.
+ D0 dai khoa toi
thiéu la 1024 bit
- Dézi Vol tiéu
chuan ECDSA:
do dai khoa t6i
thi¢u la 256 bit
1.1.2 | Matma déi | TCVN Cong ngh¢ thong tin - K§ | Ap dung mot
xung 7816:2007 thudt mat ma - Thuit toan trong hai tiéu
197) (Advanced Encryption
Standard)
NIST 800- | Recommendation for the
67 Triple Data Encryption
Algorithm (TDEA) Block
Cipher




S6 Loai Ky higu Tén day di Quy dinh
TT | tiéu chuan tiéu chuan cia tieu chuan ___4ap dung
1.1.3 | Him bam an | FIPS PUB | Secure Hash Standard Ap duog ‘Ef—”

toan 180-4 trf)ng cac ham
bam sau:
FIPS PUB SHA-3 Standard: SHA-224,
202 Permutation-Based Hash SHA-256,
and Extendable-Output SHA-384,
Functions SHA-512,
SHA-512/224,
SHA-512/256,
SHA3-224,
SHA3-256,
SHA3-384,
SHA3-512,
SHAKE128,
SHAKE256
1.2 | Tiéu chuin thong tin, dir ligu
1.2.1 | Dinh dang RFC 5280 Internet X.509 Publhc Key
chimg thr sb Infrastructure Certificate
JAidanh.shich and Certificate Revocation
i T List (CRL) Profile
chung thu s6
1.2.2 | Ca phéap PKCS #7 Cryptographic Message Phién ban 1.5
thong diép Syntax Standard
mat ma
1.2.3 | Ci phap yéu | PCKS#10 | Certification Request Phién ban 1.7
cau chirng Syntax Standard
thuc

1.3 | Tiéu chuén chinh sach va quy ché chirng thwe chi ky s6

1.3.1 | Khung quy REC 3647 Internet X.509 Public Key
ché chitng Infrastructure - Certificate
thue va chinh Policy and Certification
sach ching Practices Framework
thu

1.4 | Tiéu chuin giao thirc lwu trir va truy xuit ching thu sé

1.4.1

Luoc dd
Giao thirc
truy nhap thu
muc

RFC 2587

Internet X.509 Public Key
Infrastructure LDAPv2
Schema

Ap dung mot
trong hai ti€u
chuan




S6 Loai Ky hiéu Tén diy di Quy dinh
TT | tiéuchuin | tiéu chuin cia tiéu chuin ap dung
RFC 4523 Lightweight Directory
Access Protocol (LDAP)
Schema Definitions for
X.509 Certificates
1.4.2 | Giao thirc RFC 2251 | Lightweight Directory Ap dung tiéu
truy nhap thu Access Protocol (v3) chuén RFC 2251
e RFC 4510 | Lightweight Directory h}‘l’a‘i bR bn. ey
Access Protocol (LDAP): Epuéuz 510
Technical Specification RFC 451 1’
G RFC 4512,
RFC 4511 Lightweight Directory RFC 4513
Access Protocol (LDAP):
The Protocol
RFC 4512 Lightweight Directory
Access Protocol (LDAP):
Directory Information
Models
RFC 4513 Lightweight Directory
Access Protocol (LDAP):
Authentication Methods
and Security Mechanisms
1.5 | Tiéu chuén kiém tra trang thii chimg thw sb
1.5.1 | Giao thirc RFC 2585 Internet X.509 Public Key | Ap dung mot hoic
truyén, nhan Infrastructure - ca hai giao thirc
chimg thu sb Operational Protocols: FIP~a HITP
va danh sach FTP and HTTP
ching thu sb
bi thu hdi
185 | o ke RFC 2560 X.509 Internet Publi.c Key
chio leibmten Infr&{structure - On-line
trang thai Certificate status protocol
chimg thu s6
truc tuyén
1.6 | Tiéu chuan béio m4t cho HSM quin Iy khéa bi mit ciia t5 chirc cung cip
dich vu chitng thwe chiv ky s6
1.6.1 | Yeucduan |FIPSPUB | Security Requitements for | o o3 14i thidu
ninh d6i vei | 140-2 Cryptographic Modules muc 3 (level 3)
khéi an ninh
L phin cimg




