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EN BANC

[ G.R. No. 203335, February 18, 2014 ]

JOSE JESUS M. DISINI, JR., ROWENA S. DISINI, LIANNE IVY P. MEDINA, JANETTE TORAL AND
ERNESTO SONIDO, JR., PETITIONERS, VS. THE SECRETARY OF JUSTICE, THE SECRETARY OF THE
DEPARTMENT OF THE INTERIOR AND LOCAL GOVERNMENT, THE EXECUTIVE DIRECTOR OF THE
INFORMATION AND COMMUNICATIONS TECHNOLOGY OFFICE, THE CHIEF OF THE PHILIPPINE

NATIONAL POLICE AND THE DIRECTOR OF THE NATIONAL BUREAU OF INVESTIGATION,
RESPONDENTS.

  
[G.R. No. 203299]

  
LOUIS “BAROK” C. BIRAOGO, PETITIONER, VS. NATIONAL BUREAU OF INVESTIGATION AND

PHILIPPINE NATIONAL POLICE, RESPONDENTS.
  

[G.R. No. 203306]ALAB NG MAMAMAHAYAG (ALAM), HUKUMAN NG MAMAMAYAN MOVEMENT, INC.,
JERRY S. YAP, BERTENI “TOTO” CAUSING, HERNANI Q. CUARE, PERCY LAPID, TRACY CABRERA,

RONALDO E. RENTA, CIRILO P. SABARRE, JR., DERVIN CASTRO, ET AL., PETITIONERS, VS. OFFICE OF
THE PRESIDENT, REPRESENTED BY PRESIDENT BENIGNO SIMEON AQUINO III, SENATE OF THE

PHILIPPINES, AND HOUSE OF REPRESENTATIVES, RESPONDENTS.
  

[G.R. No. 203359]
  

SENATOR TEOFISTO DL GUINGONA III, PETITIONER, VS. EXECUTIVE SECRETARY, THE SECRETARY OF
JUSTICE, THE SECRETARY OF THE DEPARTMENT OF INTERIOR AND LOCAL GOVERNMENT, THE CHIEF

OF THE PHILIPPINE NATIONAL POLICE, AND DIRECTOR OF THE NATIONAL BUREAU OF
INVESTIGATION, RESPONDENTS.

  
[G.R. No. 203378]

  
ALEXANDER ADONIS, ELLEN TORDESILLAS, MA. GISELA ORDENES-CASCOLAN, H. HARRY L. ROQUE,
JR., ROMEL R. BAGARES, AND GILBERT T. ANDRES, PETITIONERS, VS. THE EXECUTIVE SECRETARY,

THE DEPARTMENT OF BUDGET AND MANAGEMENT, THE DEPARTMENT OF JUSTICE, THE DEPARTMENT
OF THE INTERIOR AND LOCAL GOVERNMENT, THE NATIONAL BUREAU OF INVESTIGATION, THE
PHILIPPINE NATIONAL POLICE, AND THE INFORMATION AND COMMUNICATIONS TECHNOLOGY

OFFICE-DEPARTMENT OF SCIENCE AND TECHNOLOGY, RESPONDENTS.
  

[G.R. No. 203391]
  

HON. RAYMOND V. PALATINO, HON. ANTONIO TINIO, VENCER MARI CRISOSTOMO OF ANAKBAYAN,
MA. KATHERINE ELONA OF THE PHILIPPINE COLLEGIAN, ISABELLE THERESE BAGUISI OF THE

NATIONAL UNION OF STUDENTS OF THE PHILIPPINES, ET AL., PETITIONERS, VS. PAQUITO N. OCHOA,
JR., IN HIS CAPACITY AS EXECUTIVE SECRETARY AND ALTER-EGO OF PRESIDENT BENIGNO SIMEON

AQUINO III, LEILA DE LIMA IN HER CAPACITY AS SECRETARY OF JUSTICE, RESPONDENTS.
  

[G.R. No. 203407]
  

BAGONG ALYANSANG MAKABAYAN SECRETARY GENERAL RENATO M. REYES, JR., NATIONAL ARTIST
BIENVENIDO L. LUMBERA, CHAIRPERSON OF CONCERNED ARTISTS OF THE PHILIPPINES, ELMER C.
LABOG, CHAIRPERSON OF KILUSANG MAYO UNO, CRISTINA E. PALABAY, SECRETARY GENERAL OF

KARAPATAN, FERDINAND R. GAITE, CHAIRPERSON OF COURAGE, JOEL B. MAGLUNSOD, VICE
PRESIDENT OF ANAKPAWIS PARTY-LIST, LANA R. LINABAN, SECRETARY GENERAL GABRIELA

WOMEN’S PARTY, ADOLFO ARES P. GUTIERREZ, AND JULIUS GARCIA MATIBAG, PETITIONERS, VS.
BENIGNO SIMEON C. AQUINO III, PRESIDENT OF THE REPUBLIC OF THE PHILIPPINES, PAQUITO N.

OCHOA, JR., EXECUTIVE SECRETARY, SENATE OF THE PHILIPPINES, REPRESENTED BY SENATE
PRESIDENT JUAN PONCE ENRILE, HOUSE OF REPRESENTATIVES, REPRESENTED BY SPEAKER

FELICIANO BELMONTE, JR., LEILA DE LIMA, SECRETARY OF THE DEPARTMENT OF JUSTICE, LOUIS
NAPOLEON C. CASAMBRE, EXECUTIVE DIRECTOR OF THE INFORMATION AND COMMUNICATIONS
TECHNOLOGY OFFICE, NONNATUS CAESAR R. ROJAS, DIRECTOR OF THE NATIONAL BUREAU OF

INVESTIGATION, D/GEN. NICANOR A. BARTOLOME, CHIEF OF THE PHILIPPINE NATIONAL POLICE,
MANUEL A. ROXAS II, SECRETARY OF THE DEPARTMENT OF THE INTERIOR AND LOCAL GOVERNMENT,

RESPONDENTS.
  

[G.R. No. 203440]
  

MELENCIO S. STA. MARIA, SEDFREY M. CANDELARIA, AMPARITA STA. MARIA, RAY PAOLO J.
SANTIAGO, GILBERT V. SEMBRANO, AND RYAN JEREMIAH D. QUAN (ALL OF THE ATENEO HUMAN

RIGHTS CENTER), PETITIONERS, VS. HONORABLE PAQUITO OCHOA IN HIS CAPACITY AS EXECUTIVE
SECRETARY, HONORABLE LEILA DE LIMA IN HER CAPACITY AS SECRETARY OF JUSTICE, HONORABLE

MANUEL ROXAS IN HIS CAPACITY AS SECRETARY OF THE DEPARTMENT OF INTERIOR AND LOCAL
GOVERNMENT, THE CHIEF OF THE PHILIPPINE NATIONAL POLICE, THE DIRECTOR OF THE NATIONAL

BUREAU OF INVESTIGATION (ALL OF THE EXECUTIVE DEPARTMENT OF GOVERNMENT),
RESPONDENTS.



 
[G.R. No. 203453]

 
NATIONAL UNION OF JOURNALISTS OF THE PHILIPPINES (NUJP), PHILIPPINE PRESS INSTITUTE

(PPI), CENTER FOR MEDIA FREEDOM AND RESPONSIBILITY, ROWENA CARRANZA PARAAN, MELINDA
QUINTOS-DE JESUS, JOSEPH ALWYN ALBURO, ARIEL SEBELLINO AND THE PETITIONERS IN THE E-

PETITION HTTP://WWW.NUJP.ORG/NO-TO-RA10175/, PETITIONERS, VS. THE EXECUTIVE
SECRETARY, THE SECRETARY OF JUSTICE, THE SECRETARY OF THE INTERIOR AND LOCAL

GOVERNMENT, THE SECRETARY OF BUDGET AND MANAGEMENT, THE DIRECTOR GENERAL OF THE
PHILIPPINE NATIONAL POLICE, THE DIRECTOR OF THE NATIONAL BUREAU OF INVESTIGATION, THE

CYBERCRIME INVESTIGATION AND COORDINATING CENTER, AND ALL AGENCIES AND
INSTRUMENTALITIES OF GOVERNMENT AND ALL PERSONS ACTING UNDER THEIR INSTRUCTIONS,

ORDERS, DIRECTION IN RELATION TO THE IMPLEMENTATION OF REPUBLIC ACT NO. 10175,
RESPONDENTS.

 
[G.R. No. 203454]

 
PAUL CORNELIUS T. CASTILLO & RYAN D. ANDRES, PETITIONERS, VS. THE HON. SECRETARY OF

JUSTICE, THE HON. SECRETARY OF INTERIOR AND LOCAL GOVERNMENT, RESPONDENTS.
 

[G.R. No. 203469]
 

ANTHONY IAN M. CRUZ; MARCELO R. LANDICHO; BENJAMIN NOEL A. ESPINA; MARCK RONALD C.
RIMORIN; JULIUS D. ROCAS; OLIVER RICHARD V. ROBILLO; AARON ERICK A. LOZADA; GERARD

ADRIAN P. MAGNAYE; JOSE REGINALD A. RAMOS; MA. ROSARIO T. JUAN; BRENDALYN P. RAMIREZ;
MAUREEN A. HERMITANIO; KRISTINE JOY S. REMENTILLA; MARICEL O. GRAY; JULIUS IVAN F.

CABIGON; BENRALPH S. YU; CEBU BLOGGERS SOCIETY, INC. PRESIDENT RUBEN B. LICERA, JR; AND
PINOY EXPAT/OFW BLOG AWARDS, INC. COORDINATOR PEDRO E. RAHON; PETITIONERS, VS. HIS
EXCELLENCY BENIGNO S. AQUINO III, IN HIS CAPACITY AS PRESIDENT OF THE REPUBLIC OF THE
PHILIPPINES; SENATE OF THE PHILIPPINES, REPRESENTED BY HON. JUAN PONCE ENRILE, IN HIS
CAPACITY AS SENATE PRESIDENT; HOUSE OF REPRESENTATIVES, REPRESENTED BY FELICIANO R.

BELMONTE, JR., IN HIS CAPACITY AS SPEAKER OF THE HOUSE OF REPRESENTATIVES; HON. PAQUITO
N. OCHOA, JR., IN HIS CAPACITY AS EXECUTIVE SECRETARY; HON. LEILA M. DE LIMA, IN HER

CAPACITY AS SECRETARY OF JUSTICE; HON. LOUIS NAPOLEON C. CASAMBRE, IN HIS CAPACITY AS
EXECUTIVE DIRECTOR, INFORMATION AND COMMUNICATIONS TECHNOLOGY OFFICE; HON.

NONNATUS CAESAR R. ROJAS, IN HIS CAPACITY AS DIRECTOR, NATIONAL BUREAU OF
INVESTIGATION; AND P/DGEN. NICANOR A. BARTOLOME, IN HIS CAPACITY AS CHIEF, PHILIPPINE

NATIONAL POLICE, RESPONDENTS.
 

[G.R. No. 203501]
 

PHILIPPINE BAR ASSOCIATION, INC., PETITIONER, VS. HIS EXCELLENCY BENIGNO S. AQUINO III, IN
HIS OFFICIAL CAPACITY AS PRESIDENT OF THE REPUBLIC OF THE PHILIPPINES; HON. PAQUITO N.

OCHOA, JR., IN HIS OFFICIAL CAPACITY AS EXECUTIVE SECRETARY; HON. LEILA M. DE LIMA, IN HER
OFFICIAL CAPACITY AS SECRETARY OF JUSTICE; LOUIS NAPOLEON C. CASAMBRE, IN HIS OFFICIAL
CAPACITY AS EXECUTIVE DIRECTOR, INFORMATION AND COMMUNICATIONS TECHNOLOGY OFFICE;
NONNATUS CAESAR R. ROJAS, IN HIS OFFICIAL CAPACITY AS DIRECTOR OF THE NATIONAL BUREAU
OF INVESTIGATION; AND DIRECTOR GENERAL NICANOR A. BARTOLOME, IN HIS OFFICIAL CAPACITY

AS CHIEF OF THE PHILIPPINE NATIONAL POLICE, RESPONDENTS.
 

[G.R. No. 203509]
 

BAYAN MUNA REPRESENTATIVE NERI J. COLMENARES, PETITIONER, VS. THE EXECUTIVE SECRETARY
PAQUITO OCHOA, JR., RESPONDENT.

 
[G.R. No. 203515]

 
NATIONAL PRESS CLUB OF THE PHILIPPINES, INC. REPRESENTED BY BENNY D. ANTIPORDA IN HIS

CAPACITY AS PRESIDENT AND IN HIS PERSONAL CAPACITY, PETITIONER, VS. OFFICE OF THE
PRESIDENT, PRES. BENIGNO SIMEON AQUINO III, DEPARTMENT OF JUSTICE, DEPARTMENT OF
INTERIOR AND LOCAL GOVERNMENT, PHILIPPINE NATIONAL POLICE, NATIONAL BUREAU OF
INVESTIGATION, DEPARTMENT OF BUDGET AND MANAGEMENT AND ALL OTHER GOVERNMENT

INSTRUMENTALITIES WHO HAVE HANDS IN THE PASSAGE AND/OR IMPLEMENTATION OF REPUBLIC
ACT 10175, RESPONDENTS.

 
[G.R. No. 203518]

 
PHILIPPINE INTERNET FREEDOM ALLIANCE, COMPOSED OF DAKILA-PHILIPPINE COLLECTIVE FOR
MODERN HEROISM, REPRESENTED BY LENI VELASCO, PARTIDO LAKAS NG MASA, REPRESENTED BY

CESAR S. MELENCIO, FRANCIS EUSTON R. ACERO, MARLON ANTHONY ROMASANTA TONSON,
TEODORO A. CASIÑO, NOEMI LARDIZABAL-DADO, IMELDA MORALES, JAMES MATTHEW B. MIRAFLOR,

JUAN G.M. RAGRAGIO, MARIA FATIMA A. VILLENA, MEDARDO M. MANRIQUE, JR., LAUREN DADO,
MARCO VITTORIA TOBIAS SUMAYAO, IRENE CHIA, ERASTUS NOEL T. DELIZO, CRISTINA SARAH E.

OSORIO, ROMEO FACTOLERIN, NAOMI L. TUPAS, KENNETH KENG, ANA ALEXANDRA C. CASTRO,
PETITIONERS, VS. THE EXECUTIVE SECRETARY, THE SECRETARY OF JUSTICE, THE SECRETARY OF

INTERIOR AND LOCAL GOVERNMENT, THE SECRETARY OF SCIENCE AND TECHNOLOGY, THE
EXECUTIVE DIRECTOR OF THE INFORMATION TECHNOLOGY OFFICE, THE DIRECTOR OF THE NATIONAL

BUREAU OF INVESTIGATION, THE CHIEF, PHILIPPINE NATIONAL POLICE, THE HEAD OF THE DOJ



OFFICE OF CYBERCRIME, AND THE OTHER MEMBERS OF THE CYBERCRIME INVESTIGATION AND
COORDINATING CENTER, RESPONDENTS.

 
DECISION

ABAD, J.:

These consolidated petitions seek to declare several provisions of Republic Act (R.A.) 10175, the Cybercrime Prevention Act of 2012,
unconstitutional and void.

 

The Facts and the Case
 

The cybercrime law aims to regulate access to and use of the cyberspace. Using his laptop or computer, a person can connect to the
internet, a system that links him to other computers and enable him, among other things, to:

 

1. Access virtual libraries and encyclopedias for all kinds of information that he needs for research, study, amusement, upliftment, or
pure curiosity;

 

2. Post billboard-like notices or messages, including pictures and videos, for the general public or for special audiences like
associates, classmates, or friends and read postings from them;

 

3. Advertise and promote goods or services and make purchases and payments;
 

4. Inquire and do business with institutional entities like government agencies, banks, stock exchanges, trade houses, credit card
companies, public utilities, hospitals, and schools; and

 

5. Communicate in writing or by voice with any person through his e-mail address or telephone.
 

This is cyberspace, a system that accommodates millions and billions of simultaneous and ongoing individual accesses to and uses of
the internet. The cyberspace is a boon to the need of the current generation for greater information and facility of communication.
But all is not well with the system since it could not filter out a number of persons of ill will who would want to use cyberspace
technology for mischiefs and crimes. One of them can, for instance, avail himself of the system to unjustly ruin the reputation of
another or bully the latter by posting defamatory statements against him that people can read.

 

And because linking with the internet opens up a user to communications from others, the ill-motivated can use the cyberspace for
committing theft by hacking into or surreptitiously accessing his bank account or credit card or defrauding him through false
representations. The wicked can use the cyberspace, too, for illicit trafficking in sex or for exposing to pornography guileless children
who have access to the internet. For this reason, the government has a legitimate right to regulate the use of cyberspace and contain
and punish wrongdoings.

 

Notably, there are also those who would want, like vandals, to wreak or cause havoc to the computer systems and networks of
indispensable or highly useful institutions as well as to the laptop or computer programs and memories of innocent individuals. They
accomplish this by sending electronic viruses or virtual dynamites that destroy those computer systems, networks, programs, and
memories. The government certainly has the duty and the right to prevent these tomfooleries from happening and punish their
perpetrators, hence the Cybercrime Prevention Act.

But petitioners claim that the means adopted by the cybercrime law for regulating undesirable cyberspace activities violate certain of
their constitutional rights. The government of course asserts that the law merely seeks to reasonably put order into cyberspace
activities, punish wrongdoings, and prevent hurtful attacks on the system.

 

Pending hearing and adjudication of the issues presented in these cases, on February 5, 2013 the Court extended the original 120-
day temporary restraining order (TRO) that it earlier issued on October 9, 2012, enjoining respondent government agencies from
implementing the cybercrime law until further orders.

 

The Issues Presented
 

Petitioners challenge the constitutionality of the following provisions of the cybercrime law that regard certain acts as crimes and
impose penalties for their commission as well as provisions that would enable the government to track down and penalize violators.
These provisions are:

 
a. Section 4(a)(1) on Illegal Access;

 

b. Section 4(a)(3) on Data Interference;
 

c. Section 4(a)(6) on Cyber-squatting;
 

d. Section 4(b)(3) on Identity Theft;
 

e. Section 4(c)(1) on Cybersex;
 

f. Section 4(c)(2) on Child Pornography;
 

g. Section 4(c)(3) on Unsolicited Commercial Communications;
 

h. Section 4(c)(4) on Libel;
 

i. Section 5 on Aiding or Abetting and Attempt in the Commission of Cybercrimes;
 



j. Section 6 on the Penalty of One Degree Higher;

k. Section 7 on the Prosecution under both the Revised Penal Code (RPC) and R.A. 10175;

l. Section 8 on Penalties;

m. Section 12 on Real-Time Collection of Traffic Data;

n. Section 13 on Preservation of Computer Data;

o. Section 14 on Disclosure of Computer Data;

p. Section 15 on Search, Seizure and Examination of Computer Data;

q. Section 17 on Destruction of Computer Data;

r. Section 19 on Restricting or Blocking Access to Computer Data;

s. Section 20 on Obstruction of Justice;

t. Section 24 on Cybercrime Investigation and Coordinating Center (CICC); and

u. Section 26(a) on CICC’s Powers and Functions.

Some petitioners also raise the constitutionality of related Articles 353, 354, 361, and 362 of the RPC on the crime of libel.
 

The Rulings of the Court
 

Section 4(a)(1)
 

Section 4(a)(1) provides:
 

Section 4. Cybercrime Offenses. – The following acts constitute the offense of cybercrime punishable under this Act:
 

(a) Offenses against the confidentiality, integrity and availability of computer data and systems:
 

(1) Illegal Access. – The access to the whole or any part of a computer system without right.
 

Petitioners contend that Section 4(a)(1) fails to meet the strict scrutiny standard required of laws that interfere with the fundamental
rights of the people and should thus be struck down.

 

The Court has in a way found the strict scrutiny standard, an American constitutional construct,[1]  useful  in  determining  the
constitutionality of laws that tend to target a class of things or persons. According to this standard, a legislative classification that
impermissibly interferes with the exercise of fundamental right or operates to the peculiar class disadvantage of a suspect class is
presumed unconstitutional. The burden is on the government to prove that the classification is necessary to achieve a compelling
state interest and that it is the least restrictive means to protect such interest.[2] Later, the strict scrutiny standard was used to
assess the validity of laws dealing with the regulation of speech, gender, or race as well as other fundamental rights, as expansion
from its earlier applications to equal protection.[3]

 

In the cases before it, the Court finds nothing in Section 4(a)(1) that calls for the application of the strict scrutiny standard since no
fundamental freedom, like speech, is involved in punishing what is essentially a condemnable act – accessing the computer system of
another without right. It is a universally condemned conduct.[4]

 

Petitioners of course fear that this section will jeopardize the work of ethical hackers, professionals who employ tools and techniques
used by criminal hackers but would neither damage the target systems nor steal information. Ethical hackers evaluate the target
system’s security and report back to the owners the vulnerabilities they found in it and give instructions for how these can be
remedied. Ethical hackers are the equivalent of independent auditors who come into an organization to verify its bookkeeping
records.[5]

 

Besides, a client’s engagement of an ethical hacker requires an agreement between them as to the extent of the search, the methods
to be used, and the systems to be tested. This is referred to as the “get out of jail free card.”[6] Since the ethical hacker does his job
with prior permission from the client, such permission would insulate him from the coverage of Section 4(a)(1).

 

Section 4(a)(3) of the Cybercrime Law
 

Section 4(a)(3) provides:
 

Section 4. Cybercrime Offenses. – The following acts constitute the offense of cybercrime punishable under this Act:
 

(a) Offenses against the confidentiality, integrity and availability of computer data and systems:
 

x x x x
 

(3) Data Interference. – The intentional or reckless alteration, damaging, deletion or deterioration of computer data,
electronic document, or electronic data message, without right, including the introduction or transmission of viruses.

 
Petitioners claim that Section 4(a)(3) suffers from overbreadth in that, while it seeks to discourage data interference, it intrudes into
the area of protected speech and expression, creating a chilling and deterrent effect on these guaranteed freedoms.

 



Under the overbreadth doctrine, a proper governmental purpose, constitutionally subject to state regulation, may not be achieved by
means that unnecessarily sweep its subject broadly, thereby invading the area of protected freedoms.[7] But Section 4(a)(3) does not
encroach on these freedoms at all. It simply punishes what essentially is a form of vandalism,[8] the act of willfully destroying without
right the things that belong to others, in this case their computer data, electronic document, or electronic data message. Such act
has no connection to guaranteed freedoms. There is no freedom to destroy other people’s computer systems and private documents.

All penal laws, like the cybercrime law, have of course an inherent chilling effect, an in terrorem effect [9] or the fear of possible
prosecution that hangs on the heads of citizens who are minded to step beyond the boundaries of what is proper. But to prevent the
State from legislating criminal laws because they instill such kind of fear is to render the state powerless in addressing and penalizing
socially harmful conduct.[10] Here, the chilling effect that results in paralysis is an illusion since Section 4(a)(3) clearly describes the
evil that it seeks to punish and creates no tendency to intimidate the free exercise of one’s constitutional rights.

Besides, the overbreadth challenge places on petitioners the heavy burden of proving that under no set of circumstances will Section
4(a)(3) be valid.[11] Petitioner has failed to discharge this burden.

Section 4(a)(6) of the Cybercrime Law

Section 4(a)(6) provides:

Section 4. Cybercrime Offenses. – The following acts constitute the offense of cybercrime punishable under this Act:
 

(a) Offenses against the confidentiality, integrity and availability of computer data and systems:
 

x x x x
 

(6) Cyber-squatting. – The acquisition of domain name over the internet in bad faith to profit, mislead, destroy the
reputation, and deprive others from registering the same, if such a domain name is:

 

(i) Similar, identical, or confusingly similar to an existing trademark registered with the appropriate government
agency at the time of the domain name registration;

 

(ii) Identical or in any way similar with the name of a person other than the registrant, in case of a personal name;
and

 

(iii) Acquired without right or with intellectual property interests in it.
 

Petitioners claim that Section 4(a)(6) or cyber-squatting violates the equal protection clause[12] in that, not being narrowly tailored,
it will cause a user using his real name to suffer the same fate as those who use aliases or take the name of another in satire,
parody, or any other literary device. For example, supposing there exists a well known billionaire-philanthropist named “Julio
Gandolfo,” the law would punish for cyber-squatting both the person who registers such name because he claims it to be his pseudo-
name and another who registers the name because it happens to be his real name. Petitioners claim that, considering the substantial
distinction between the two, the law should recognize the difference.

 

But there is no real difference whether he uses “Julio Gandolfo” which happens to be his real name or use it as a pseudo-name for it
is the evil purpose for which he uses the name that the law condemns. The law is reasonable in penalizing him for acquiring the
domain name in bad faith to profit, mislead, destroy reputation, or deprive others who are not ill-motivated of the rightful opportunity
of registering the same. The challenge to the constitutionality of Section 4(a)(6) on ground of denial of equal protection is baseless.

 

Section 4(b)(3) of the Cybercrime Law
 

Section 4(b)(3) provides:
 

Section 4. Cybercrime Offenses. – The following acts constitute the offense of cybercrime punishable under this Act:
 

x x x x
 

b) Computer-related Offenses:
 

x x x x
 

(3) Computer-related Identity Theft. – The intentional acquisition, use, misuse, transfer, possession, alteration, or deletion
of identifying information belonging to another, whether natural or juridical, without right: Provided: that if no damage has
yet been caused, the penalty imposable shall be one (1) degree lower.

 
Petitioners claim that Section 4(b)(3) violates the constitutional rights to due process and to privacy and correspondence, and
transgresses the freedom of the press.

 

The right to privacy, or the right to be let alone, was institutionalized in the 1987 Constitution as a facet of the right protected by the
guarantee against unreasonable searches and seizures.[13] But the Court acknowledged its existence as early as 1968 in Morfe v.
Mutuc,[14] it ruled that the right to privacy exists independently of its identification with liberty; it is in itself fully deserving of
constitutional protection.

 

Relevant to any discussion of the right to privacy is the concept known as the “Zones of Privacy.” The Court explained in “In the
Matter of the Petition for Issuance of Writ of Habeas Corpus of Sabio v. Senator Gordon”[15] the relevance of these zones to the right
to privacy:

 


