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THX KYBEPNHZEQX

THX EAAHNIKHX AHMOKPATIAX

3 AuyouoTou 2016 TEYXOX NPQTO Ap. OUN\ou 142

NOMOZ YN’ APIOM. 4411

KUupwon t¢ Zuppaocng tou Tuppouliov tng Evu-
PWMNG yia To éykKAnua otov KuPepvoxwpo Kalt
Tou MpooBétou MPpwTOKOANOU TNG, OXETIKA ME
TNV TTOWVIKOTOINoN TPASEWV PATOIOTIKAG Kal
£evo@oBIKAG pUGNG, TOU SlampATTovVTal MECW
JUOTNUATWV YTOAOYIOTWYV - MeTa@opd oTo eN-
Anviko Sikato tng Odnyiag 2013/40/EE Tou Evpw-
naikou Kotvofouliou kat Tou ZupBouliou yia Tig
eMOL0EIC KATA CUCTNUATWY TTANPOPOPLWV Kal
TNV AVTIKATACTACN TNG anmo@acng — mM\ailciov
2005/222/AEY Ttou Xuppouliouv, pubuicelg ow-
(PPOVIOTIKNG KAl AVTEYKANUATIKAG TTOAITIKAG Kal
AN\eg Sratacelc.

O NPOEAPOX
THX EAAHNIKHZ AHMOKPATIAZ

MEPOX NPQTO

KYPQXHTHXZ XYMBAZHXZ TOY XYMBOYAIOY
THXZ EYPQMHZ A TO ETKAHMA XTON
KYBEPNOXQPO KAITOY NMPOZOETOY
MPOTOKOAANOY THZ, ZXETIKA ME THN
MOINIKOMOIHZH NMPAZEQN PATZIZTIKHZ KAl
ZENOOOBIKHX OYXHZ, MNOY AIAMPATTONTAI
MEZQ XYXTHMATQN YMOAOTIZTON

ApBpo mpwTo

Kupwvetal kal €xel TNV 1oL TTou opilel To ApOpo 28
map. 1 Tou Zuvtayuatog, n Zoupacn tou Xupfouliou
¢ Eupwrng yia 1o éykAnua otov KuBepvoxwpo mou
unoypdgenke otn Boudaméotn otic 23 NogpPBpiou 2001
kat to MNpdoBeto MpwTdKoANO AUTHG AVAPOPIKA UE TNV
TTOWVIKOTTOINON TTPALEWV PATOIOTIKNG Kal EEVOPORIKNAC
@uoN¢ Tov S1aMPATTOVTAL HECW CUCTNUATWY UTTOAOY!I-
OTWV TTOV UTTOYPAPNKE 0TO 2TPacfoupyo oTi¢ 28 lavou-
apiov 2003, To KEeipEVO TWV OTTOIWY OE MPWTOTUTIO GTNV
ayyAIKR Kal YOAAIKR YAWOOoA KAl € HETAPPACN OTNV
EMNVIKNA éxel we €€Nc:
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Convention on Cybercrime

Budapest,

Z3.X1.2001

Preamble

....................................................

.The member States of the Council of Europe and the other States 31gnatory

hereto,

Considering that the aim of the Council of Europe is to achieve a greater
unity between its members;

Reeognis'rng the value of fostering,co-operation with the other States parties
to this Convention;

Convmced of the need to pursue asa matter of pr1or1ty, a.common criminal
1 otect10n of’ socr,ety against cybercrime,, znter alza by._ .

&g optlng appropnate leglslatton and fostermg mtematlonal co- operatlon

- Conscious of the profound changes‘ brought about by the‘ drgrtahsatlon,:'_ .

L convergence and contmumg globahsa m.of computer netw ks

Concerned by the rrsk that compu
~may - also be used for comm1tt1ng
-~ relating to such offences )

nétwbrks‘ and electronic informati'on L
I ffences and that evrdence.,_
ay, be stored and transferred by these networks )

Recogmsmg the need for co—operauon between States and pnvate mdustry

in combating cyb

'me and the.need. to. protect legmmate interests in the . . ,‘,.

a t'use and development of 1nformat10n technologres

: ‘Believing that an effective fight against cybercrime requires increased, rapid .

. .and well-functioning international co-operation in criminal matters;

Convinced that the present Convention. is necessary to deter action directed ’

. ..against the confidentiality, integrity and availability of computer systems,

" petworks. and computer data as well as the misuse of such® systems,

- ~networks. and data by providing for the criminalisation of such conduct, as .
“described in this Convention;- and the adoption of powers sufficient -for

effectlvely combating such criminal offences, by facilitating their detectlon
investigation and prosecufion at both the domestic and international levels
and by provrdmg arrangements for fast and reliable international co-
operatlon i W )

] Mmdful of the need to ensure a proper balance between the interests of law™
- Lenforcement and;respect: for fundamental human rrghts ‘as enshrmed in the. . .
1950 Council- of Europe Convention for the Protection of Human Rrght and

Fundamental Freedoms, the.1966 United Nations International Covenant ons

. Civil:and Political Rights and:other applicable 1nternat1onal hutnan rrghts A o

"7, treaties; -which reaffirm the right of .everyone to ‘hold.. apinions wrthout L
_ interference, as well as the right to freedom of express10n mcluchng the
) freedom to seek, receive, and 1mpart information and ideas of all kmds,_, -

L regardless of front1ers and the i r1ghts concernmg the respect for privacy; .. . o

Mindful also-of the right to the protection of perSonal data, as conferred, for
example, by the 1981 Council of Europe Convention for the Protection of

*Indiyiduals with regard to Autématic Processing of Personal Data;
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Considering the 1989 United Nations Convention on the Rights of the Child
and "thé 1999 Interhational Labour Orgamzatlon Worst Forms of Child
. La_tbour C_onventlon, ‘ :

Taklng 1nto account the ex1st1ng Councﬂ of Europe ‘conventions on_ co-'
;;-operatlon‘ in, the penal ﬁeld as well as. 51m11ar treaties which ex1st between;.:

r’,make cr1m1nal 1nvest1gaif10ns and proceedmgs concernmg cr1m1na1 offences»’i
related- to’ computer systems and data more effective ‘and to enable the-‘:
" collection of ev1dence in, electromc form of a criminal offence; s

\}.Welcommg recent developments whlch further advance 1nternat10na1
understandmg and co-operation in combatmg cybercnme including actlonj
’taken by the Unlted Natlons the OECD, the European Umon and the G8 '

”'Recalhng Comm1ttee of Mlmsters Recommendati_ons No. R (85) 10
concerning the practical application of the European Convention on Mutual
Assistance in- Criminal Matters in respect of letters rogatory for the
_interception of telecommunications, No. R (88) 2 on piracy in the field of
copyright and neighbouring rights, No. R (87) 15 regulating the use of
personal data in the police sector, No. R (95) 4 on the protection of personal -
data in the area of telecommunication services, with particular reference to :
telephone services, as well as No. R (89) 9 on computer-related crime -
providing guidelines. for national leglslatures concermng the definition of
certain computer crimes and No. R (95) 13 concerning problems of criminal
procedural law connected with information technology;

) Having régard to Resolution No. 1 adopted by the European Ministers .of.
Justice at their 21st Conference (Prague;, 10 and 11 June 1997), which™
recommended that the Committee of Ministers support. the work on
cybercrime carried out by the European Committee on Crime Problerns”
(CDPC) in order to bring domestic ctiminal law provisions closer to each'
other and enable the use of effective means of investigation into such-
‘offénces, as well as to Resolution No. 3 adopted at the 23rd Conference of -
the Buropean Ministers' of Justice (London, 8 and 9 June 2000), which
encouraged the negotlatmg parties to pursue their efforts with a view to -
finding approprlate solutions to enable the largest p0551b1e number of States
to become parties to the Convention and acknowledged the need for a swift
and efficient system of international co-operation, which duly takes into
account the specific requirements of the fight against cybercrime; -
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Having also regard to the Action Plan adopted by the Heads of State.and

- Government,,of. the.Council, of Europe on the occasion of.their Second

Summit (Strasbourg, 10 and 11 October 1997) to.seek common responses

to the development of the new information technologies based on the
- standards and values of the Council of Europe;

el AN

Haye{‘ag_r:eed as follows:

Forthepmposes _of -this Conyen_t_ion: L

_a o computer system means.any dev1ce or'a group of mterconnected or -
a '_‘related devices, one .or more. of which, pursuant to a program,
: performs automatlc processmg of data

B computer data” means any representatton of facts 1nformatlon or

. concepts in a form suitable for processing in a computer system

: ,mcludmg a program suitable to cause a computer system to perform a
- function; '

¢ “service provider” means: . - o .
1 . any public or private entity that provides to users of its service
the ability to.communicate by means of a computer system, and

i any other entity that processes.or stores computer data on behalf
~ " of such communication service or users of such service;

d "“trafﬁc data” Teans-any computer data. relatmg t0.a commumcatlon -
- by means of a. computer system, generated by a computer system that -
o formed .a”part in.the chain of . communication, indicating the
: communication’s origin, destination, route, time, date, size, duration,
o or type of underlymg service. o

"'Chapte_r II —.wMeasur_es to be taken at the national level

- Sectifoml i_‘Substaﬁtive criminal law~ "

Title 1 — Offences against the confidentiality, integrity and availability
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of computer data and systems
 Article 2- Tllegal access
,anch Party shall ~adopt such legislative and other measures as may be

'f'f;f,:.'necessary to- estabhsh as-criminal offences under its domest1c law; when
committed.- mtentlonally, the access to the: who]e or any part’ of a computer

_mfrmglng securlty measures, with: the ,',nten,.of btalnlng computer data ‘
:~other: drshonest intent; or-in; relatron to 2 /COmpUter system hat-is- connected,
o“ another computer system (R LT L

,:Artrcle 3 - Illegal 1ntercept10n

:"’fff:;aEach Party shall adopt such legrslatrve and other measures as may - be
‘vnecessary to estabhsh as criminal offences under its domestlc law, when
. committed 1ntent10na11y, the interception without right, made by techmcal
- means, “of non-public: transmissions of computer data to, from or within a-
““computer ‘system, including electromagnetic-emissions from. a computer::.
" system carrying such computer data. A Party may require that the offence -
be committed with dishonest intent, or in relatlon toa computer system that
is connected to another computer system.

Article 4 — Data interference

1. Each Party shall adopt such legislative- and other measures as may be
necessary to establish as criminal offences under its domestic law, when
committed intentionally, the damaging, deletion, deterroratlon alteration or
suppressron of computer data without rrght

2 ":A'-‘P‘arty"rnay-‘ re‘serve;-:the'.-' right- to "fre"c'Iuire ‘that the conduct described 1n
-+ paragraph I result:in serious harm. ;.- w0 ' :
‘Article 5 - System interference -
' ‘-iEachviParty.ﬂf shall'z adopt : such' legislative. and-other measures as rnay be. i
' n'ec'essary" to.establish as criminal ‘offences under its domestic law, when. -
comm1tted ‘intentionally, - the- serious -hindering without right of the -

ny functromng of a :computer: system by .inputting, transmitting, damagmg,
.=delet1ng, deterroratmg, alterrng or suppressing computer data. ' :

Article 6 = Misuse of devices



