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N. 7(il1)/2015

Ap. 4205, 9.4.2015

O wepi ¢ Zupguwviag perald Tng KuBépvnong tng Kuwplakig Anpokpatiag ka tng KuPépvnone e
Poupaviag yia tnv ApoiBaia Mpootacia AlaBaduiouévwy NMAnpogopiiv (Kupwrikdg) Népog Tou 2015 exideral
pe dnpocicuon ornv Emionpn Eenuepida tng Kumrpiakig Anpokpatiag clp@wva pe 1o Aplpo 52 Tou

2ZuvTayparog.

ApiBuég 7(lll) Tou 2015

NOMOZ NOY KYPQNEI TH ZYM®QONIA METAZY THZ KYBEPNHIHZ THE KYTPIAKHE AHMOKPATIAZ KAl THE
KYBEPNHXHZ THZ POYMANIAZ I'lA THN AMOIBAIA NMPOZTAZIA AIABAOMIZMENQN MAHPO®OPIQN

Mpooipio.

ZuvaTTTIKOG
TiTAOG.

Eppunveia.

Kdpwaon mg
Zupouwviag.

MNivakag.
Mépog |,
Mépog I,
Mépog Il

Apuddia apyn
yia tnv
ggapyoyr| g
Zupouwviag.

EMEIAH onig 31 OktwpBpiou 2014 utroypd@Tnke aTn Asukwoia Zupgwvia perady g Kupépvnong
¢ Kumrpiakrg Anuokpariag kai g KuBépvnong ¢ Poupaviag yia tnv Apoifaia Tlpootaoia
AlaBaBuopévwy MNMAnpogopiwv- Kal

EMEIAH 10 Ymoupyiké ZupBolMo pe Tnv Amdgacnh Tou um apiBué 2/2008 Kai nuepopnviag
20.5.2009 gvekpive TNV £vapgn SlaTpayuareioswy yia cdvayn g ev Adyw SupQuviag: kat

ENEIAH 70 YTroupyiké ZupBolAio pe tTnv ATégacy] Tou utr apifud E76.734 ot ouvedpia Tou
nuepopnviag 9.4.2014, amo@doios va £§oucioBoTAGE Tov YTToupyd ESWTEPIKWY VO UTFOYPAYE! Thy £V
Aoyw Zupguwvia-

H BouAn Twy AvTITTpogwmwy yneifel wg akoAoubwg:

1. O mapwv Népog Ba avagéperar wg o Tepi TG Zupuwviag perafd Tng KuBépvnong g
Kumrprakrig  Anpokpariag kar g KuBépvnong g Poupaviag yia v ApoiBaia MpooTtacia
AiapaBuicpévwy MNAnpogopiwy (Kupwrikdg) Nopog tou 2015,

2. Zrov rap6vra N6po, exT6g Qv amré To KEPEVO TTPOKUTITEl SIGQPOPETIK £VvoId -

«Zupguvia» onuaivel T Zupgwvia petagt Tng KuBépvnong tng Kutrplakrig Anuokpariag kat
¢ KuBépvnong g Pouuaviag yia nv ApoiBaia MNMpooraocia AlaBaduicuévwy MAnpogopitv,
oUvayn Tng oTroiag eyKPIBnKe pe TIG ATTOQACEIS Tou YTroupyikoU SupBouAiou pe ap. 2/2009 kai
nuepopnvia 20.5.2009 kol pe ap. E76.734 kai nuepopunvia 9.4.2014 kal n omoia, v cuvexeia,
uTToypaoTnKe otn Asukwoia oig 31 OxTwRpiou 2014.

3. Me Tov TTapévTa NOPO KUPWVETAI N SULPWVIa, T TIPWTOTUTTA KEJUEVA TNG OTTOIg EKTIBEVTQN OTNV

ayyAikr) yhwooa oto Mepog | Tou Mivaka, otnv eAAnvikr} yAddeoa oto Mépog Il tou TMivaka kal atn
poupavikrj yAwooa oto Mépog 11l Tou NMivaka:

Noeiral 611, o€ TepiTTTWON JIAPOPAG PETAEU Twv KEIPEVWY TTou ekTiBevtal atov MMivaka, utrepioxUel
TO KEfPEVO TTOU eKTIBETQI OTNV ayyAIKA YAWOOQ oto Mépog | autod.

4. Q¢ appbdia apxr yia TNV egapuoyr] NG Zupgwviag, kaBopiferal o Youpyég Apuvac.
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% ther cooperation, as well

jent of the Republic of Cyprus and the
Mutua! Protection of Classified Information

‘Aaercement henween the Governn

(SRR} LPAR N

(overnment of Romania g i

The Governument of the Republic of Cyprus and the Government ‘of Romania, hercina fter

referved to as “the Parties”,

ed to set rules on protection of Classified Information mutually exchanged
military. economical, legal, scientific and téchnological or any
as Classified Information generated in the process of =uch

Recognizing the ne
within thé scope of political,

cooperalion,

Igtending o enswre the mutual protcction of all Classified Information, which has been

.- ifiad by one Party and transferred to the other Party or commonly generated in the course

41107 between the Parties,”

Considenng the imuwal inlerests in the protection af Classified Informaton, m avcordance

with the tegisiaton of the Parues,

Fhve e as fullows:

“Article |
Ohjective and Scope

| The obpective of this Agreement i 1o ensure the protechon of Classifiad Informanon that
15 conungnly generated or exchanged n ihe provess of coope

“berween legal enutics of the states of the Parties, in accordance with their respeciive

stuon between the Parties ar

national legislation.

2. This Agreement is applicable to any activity- iovolving the exchange of Classified
Informalion, conducted or to be.conducted between the Parties o1 between legal entities of

the states of the Parties.

Article 2
Definitions

For the purposes of this Agreement: '

a) “Breach of Security” means an act or an omiission which is contrary to this Agreement or
to the national legislation of the Parties, the result of which may lead to disclosure, loss,
destruction, misappropriation or_ any other type of compromise of Classified
Information; : o .

b) “Classified Contract” means an agreement between two or more Contractors, which
contains or the implementation of which requires access to Or generates Classified

Information;

¢) “Classified Informatios” means any information, irespective of its form or nature, -

which requires protection against unauthorised access, bas been classified and so

designated by a secunty classification level, in accardance with the pational Jegislation .

" of the Parties;

154

s e

A ¥ R e o]




u(Tr\"lll\;. o

U

d) “Contractor” means an individual or a legal entity possessing the legal capacity to
conclude contracts; ]

e) “Facility Security Certificate”™ means a document issued by the National Securily
Authority and stemming from an investigative procedure finalized with a positive
decision which is to determine the capability of a-legal entity to participate in pre-
contractual activities or perform classified contracts, 1n accordance with the respective
national legislation; :

f) “National Security Authority” means the state authority of each Party, which in
accordance with its national legislation 1s responsible for the general implementation
and supervision of this Agreement; the respective authorities of the Pames are referred
to in Article 4 paragraph 1; : '

g) “Need-to-know” means the necessity to have access 1o specific Classified Information in
the scope of a given official position and for the performance of a specific task;

h) “Originating Party” means the Party, as well as any legal entity under the junsdiction of
its state which generates and releases Classified Information;

1)  “Personnpel Securit‘y Certificate” means a document 1ssued in accordance with the
respective national legislation on the basis of which access to information of a certain
security classtfication-level may be granted to an indrvidual;

Jj}  “Receiving Party” means the Party, as well as any legal entity under the _]Ul'lSdlCUO"l of

its state, which receives Classified Information.

Article 3
Security Classification Levels

The Parties agree that the following secunty classification levels are equivaion
correspond (o lhc security classification levels specified in their national legistation:

" For th G T
or the Repubhc of Fox Rom a Equivalent in Englis
Cyprus - ) 7
' STRICT SFCRET DE ’
AKPQI ATIOPPHTO IMPORTANTA TOP SECRET
DEOSEBITA
ATIOPPHTO STRICT SECRET SECH -~
EMITNIZTEYTIKO SECRET CONFIDENTIAL
TIEPIOPIZMENHZ
XPHSHE SECRET DE SERVICIU RESTRICTED B
Article 4

National Security Authoritiés

1. The National Secui‘ity Authonties of the Parties are:
For the Republic of Cyprus:
National Security Authonty
Ministry of Defence of the Republic of Cyprus
4 Emmanuel Roidis St.
1432 Nicosia h
- Republic of Cyprus
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For Romania -

Govemnment of Romania

National Registry Office for Classified Information
4 Mures St., District 1 '

Bucharest

Romania

The Parties shall inform each other through diplomatic channels of any relevant change
regarding the National Security Authoritres.

Upon reguest the National Security Authorities shall notify each other about other
competent authorities.

The National Secunty _Authorities shall inform each other of respective national
legislation on Classified Information and of any significant amendments thereto and shall
exchange information about the security standards, procedures and practices for the
_protection of Classified Information.

If the need arises, the National Security Anthorities may conclude secunty arrangements
on specific technical aspects concerning the implementation of this Agreement.

Article 5 _
Protection Measures and Access to Classified Information

In accordance with their national legislation, the Parties shall take all appropiawc
measures for the protection of Classified Information, which is exchanged or generated
under this Agreement. At least the same level of protection - shall be ensured o such
(lassified Information as is provided for the national Classified Information of the
equivalent security classification level in accordance with Article 3.

The Receiving Party shall neither mark with a lower secunty classification leve: iz
received Classified Information nor declassify this information without the prior wnitten
consent of the Originating Party. The Originating Party shall inform the Rece:. ... ...
in writing about any change of the security classification level of the ftransm.iud
Classified Information.

Aceess to Cla-ssiﬁed—Ln—femaﬁgﬁéaadeuo_pmmjs,es_whﬂLacnvitie: involving Classified.
Information are perforfned or where Classified Information is stored shall be limited to
persons on a Need-to-know basis who are authorised 1n accordance with the national
legislation of the Parties to have access to Classified Information of the eguivsicnt
security classification level.

On request, the Parties, through their National Security Authorities, shall confirm that a
Personne! Security Certificate or a Facility Security Certificate is granted to an individual
or to a legal entity before accessing Classified Information of the Originating Party.
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Within the scope of this Agreement, each Party s shall recognise the Personnel Security
f’enmcale; and Facility Secunty Certificales granted in accordance with the national
i -iuation of the other Party. Each Party shall recognise the security certificates of the
;E\.er_Parry in accordance vu[kuhwq,umalen«,e stated in Article 3.

L

Tie competent authonities shall, in accordance with the nanonal hamslanon assist each
oiher upon request at carrying out vetting procedures necessary for the melementatlon of

this Agreement.

7. Within the scope of this Agreement, the Natlonal Security Authorities of the Parties shall

inform each other without delay about any alteration with regard to the Personnel Secunty
Certificates and the Facility Secunty Certificates, in particular about their withdrawal or

downgrading.

Ve assignment of a security classification level to jointly created Classified Information,
its change or the declassification of this information shall be made upon common consent
of the Parties. ‘

9 Classified Information shall not be -disclosed by.the Receiving Party to any state other
than the states of the Parties, international organization, legal entity or individual not
* = furisdiction of either of the states of the Parties without the prior written consent

ol the Orignating Party.

10. The Receiving Party shall: :
a) mark the received Classified Information with its own national secunty classification

Jevel in accordance with the equivalences referred to in Article 3;
b) use Classified Information solely for the purposes 1t has been provided for:

Article 6
Transmission of Classified Information

1. Classified Information shall be transmitted ihrough diplomatic channels, militaryfchannels
or through other means agreed on by the National Security Authonties. The Receiving Fir
shall confirm the receipt of Classified Information in writing.

9 Electronic transmission of Classified Information shall be carried out only in cryptic form,
using cryptographic methods and devices agreed by the National Security Authonties, in
accordance with the national Jegislation.

3. If necessary, operational and/or operative and intelligence information may be exchanged
directly between the relevant authorities of the states of the Parties, in accordance with the

national legislation.

Article 7
Tr ans]atxon and Reproduchon of Classmed Information

}. Translations and reproductions of Classified }nformation shall be made in accordance
with the national legislation of the Receiving-Party and the following procedures:
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