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O wept Tng Zupgwviag perakl Tng Kusépvnong g Kunpiakig Anpokpariag kal Tng KuBEpvnons Tng Anpoxpa-
tiag Tng EgBoviag yia Tnv ApoiBaia Npooracia AaBabpiopévav MAnpogopiav {Kupwrkog) Nopog Tou 2013 exdi- -~
deral pe dSnpocisuon oTNV Enionunr Epnuepida 1Tng Kunplakig AnpokpaTiag cUNgpwva Pe To Apdpo 52 Tou Zuvtay-

parog.

Apopog 15(11) Tou 2013

NOMOE MOY KYPQNEI TH ZYMPONIA METAZY THZ KYBEPNHZHZ TH
KYTPIAKHE AHMOKPATIAY KAl THE KYBEPNHZHE THE AHMOKPATIAZ THX
ESOONIAS A THN AMOIBAIA MPOXTAZIA AIABAOMIZMENQN NAHPO®OPION

TUVOTTTIKOG

TiTAOG.

Epunveia.

Kupwor g
Tuppviag,
Mivakag.
Mépog 1.
Mépocg H.
Mépag llI.

H BouAf Twv Awmpoddmwv WPneiZel wg akoAolBwe:

1. O mapwv Népog Ba avagpéperal wg o TEPi TG ZUHpwviag

peract Tng KuBépvnong tng Kumpiakig Anpokpatiog kal Tng

KuBépvnong g Anpokpartiag g EoBoviag yia mv Apoifaia

MpooTacia AlaBadyiopévioy . TTANPOPOPIOY (KupwTikdG) NOpOg-——— -

Tou 2013.

2. Stov Tapovia Nopo, extég edv amd To Kefjevo TWPOKUTITEL

O1apOPETIKI} £EVVOIC-

«Zupewvia» onpaiver Ty Zupguwvia psfuf,ﬂ g KuPépvnong g
Kutrplakrg AnpOKpaTiagkal mne KﬁBépvncng NG Anuokpariag g
EgBoviag yia mv Apoifaia [Mpooracia AlaBabpIoUEVLV
MAnpogopitv, n dlampayUareuon me otrofag €yIve KOTOTIV NG
Atogaonc Tou Ymoupyikol ZupBouAiou pe apiBué 2/2009 xal
nuepounvia 20.5.2009 Kai n OToia UTTOYPAPNKE OTIC 27.11.2012,
KaTOTIV ATTOQACTC Tou YTroupyikod ZupBouAiou pe apiBuo 73.986
Kaul npepounvia 23.8.2012.

3. Me Tov Tap6vTa NOPO KUPWYETAI N ZUppuvia, To KEpEVO TNG.

omoiac exTiBetal, oty AyyAiki yAooa ato MEpog | Tou Mivaka,
omv EMnvikg yAdooa ote Mépog Il Tou Mivaxa Kai atnv

EcBovikj YAwoaa ato Mépog 111 Tou Flivaka.
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MINAKAL '
(ApBpo 3) -

Mépog 1.

Agreement between the Government of the Republle of Cyprus and the
Government of the Repubhe of Estonia on Mutual Proteetlon of Classified
: Informatlon

The Government of the Republic of Cyprus.
~ and tlie Government of the Republic of Estonia

(heremafter referred to as “the Parnes Y,

s Recogmz:ng rhe need to set Tulés on protectlon of Classified Informanon mutually exchanged
. .-within the scope of pohtleal military, economieal, legal, scientific and technological or any

“other cooperatlon as well as Classified Information gencrated in the proeess of such
eooperatlon .

~ Intending to ensure the mutual protection of all .Classified Informatlon whleh has been
classified by oné Party and transferred fo the other Party or commonly generated in the ‘course
“of co- operatlon between the Parties,

Desiring to create a set of rules on the mutual protection of Classified Information exeha.n_ged
between the Parties, '

Consxdermg the mutual interests in the protectlon of C1a551fied Information, in accordance

_ w1th the Ieg1slat10n of the Parties,

Have agreed-as follows:

Article 1
Objective

The ob_.]eetwe of this Agreemeént is to ensure the proteetion of Classrﬁed Information that is- -
commonly generated or exchanged between the Patties.

‘ Arti'cle 2
Definitions , - .

For the purposes of th1s Agreement

a)  “Breach of Securrty” means an act or an omission which js contrary to this Agreement ,
or the natlonal legrslatlon of the Parties, the result of which may lead to disclosure, loss

~ destruction, mlsappropnauon or any other type of cornpronnse of Cla531ﬁed.
Informatmn :

b) “Cla551ﬁed Contract means an agreernent between two or more Contractors ‘which

contains or the implementation of which requires access to Classified Information:
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¢) “Classified Information” means any information, irrespective of its form or nature,
which requires protection against unauthorised manipulation and has been classified in
accordance with the national legislation of the Parties and has been so designated by a
security classification level;

d) “Competent Authority” means National Security Auﬂlority and any other competent
entity which, according to the national legislation of the Parties, is responsible for the
implementation of this Agreement; '

.e) “Contractor” means an individual or a legal entity possessing the legal capacity to
~cnclude Classified Contracts; '

“Facility Security Clearance” means the determination by the Cémpetent.Authority
confirming, that the legal entity or an individual has the physical and organizational
capability to handle and store Classified Information in accordance with the respective
national legislation; '

g) “National Security Authority” means the state authority of each Party, which in
- accordance with its national legislation is responsible for the general implementation
and supervision of this Agreement; the respective authorities of the Parties are referred
_ toin Article 4 Paragraph 1 of this Agreement; ' _ o
h)  “Need-to-know” means the necessity to have access to specific Classified Information
in the scope of a given official position and for the performance of a specific task; '

i} - “Originating Party” means the Parly which has created Classified Information;

i) “Personnel Security Clearance” means the detef_rnination by the. Competent Authority
confirming, in accordance with the respective national legislation, that the individual is
eligible to have access to Classified Information;

k)  “Receiving Party” means the Party to which Classified Information of the Originating
Party is transmitted;

) “Third Party” means any state, organization, legal entity or individual, which is not a
party to this Agrecment. '

Article 3
Security Classification Levels

The Parties agree that the following security classification levels are equivalent and
correspond to the security classification levels specified in their national legislation: '

e9p

AKPQX ATIOPPHTO TAIESTI SALAJANE TOP SECRET
AIIOPPHTO SALAJANE SECRET
EMIIETEYTIKO - KONFIDENTSIAALNE CONFIDENTIAL
ITEPIOPIXMENHE
XPHEL: ‘ PIIRATUD RESTRICTED
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Article 4
Competent Authorities

1. The Nationa) Security Authorities of the Parties are:

For the Republic of Cyprus:
Nationali Security Authority '
Mim's'try of Defence of the Republic of Cyprus

For the Government of the Republic of Estonia: -

Departmeht of the National Security Authority
-Ministry of Defence of the Republic of Estonia

2. The Parties shall inform each other through diplomatic_channels. of any modification of
the National Security Authorities. e _ ‘

3. Upon fequ_est the National Security Authoriti-e-sﬂ .shal] notify each other about other
Competent Authorities. o

| Article 5
Protection Measures and Access to Classified Information

2. The Oi-iginating Party shall inform the Receiving Party in writing about any change of the
security classification leve] of the transmitted Classified Information.

3. Access to Classified Information shall be limited to persons on a Need-to-know basis who
are authorised in accordance with the national legislation of the Parties to have access to

Classified Information of the equivalent security classification level.

4. Within the scope of this Agreement, each Party shall recognisé the Personge] Security
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5. The Competent Authoritics'shall, in accordance with the national legislation, assist each
‘other upon réquestl at carrying out vetting procedures nNecessary for the application of this
Agreement. ' o C ' '

6. . Within the scope of this Agreement, the Competent Authorities of the Parties shall inform
each other without delay about any alteration with regard to Persormel and Facility
Security Clearances, in particular about their withdrawal or downgre_lding.

7. The Receiving Party shall:

. submit Classified Information to any Third Party only upon prior written consent of
ite Originating Party: : .

b) mark the received Classified Information in accordance with Article 3;

c) use Classified Information Solely for the purposes it has been provided for. -

Article 6

~_ Transmission of Classified Information -

L.~ Classified Information shall be transmitted through diplomatic channels unless otherwise
approved by the National Security Authorities. The Receiving Party shall confirm the
receipt of Classified Information in writing. :

| 7 ,7,:2_.;,,;Electr01‘1ic_tra_nsmission_ of Classified Information shall be carried out through certified
o cryptographic means agreed by the National Security Authorities. :

3. If necessary, the intelligence, security and police services of the Parties may, in
accordance with national legislation, exchange operative and intelligence “information -
directly with-each other. ' ' - :

Article 7 .
Reproduection and Translation of Classified Information

| 1. Translations and reproductions of Classified Information shall be made in accordance
with the national legislation of the Receiving Party and the following procedures:

a). the translations and the reproductions shall be marked and protected as the original
Classified Information; : ‘ :

* b) the translations and the number of copies shall be limited to that required for official
purposes; ' :

c) the translations shall bear an appropriate note in the language of the translation
indicating that it contains Classified Information received from the Originating Party.

2. Classified Information marked AIIOPPHTO/SALAJANE or above shall be translated or
reproduced only upon prior written consept of the Originating Party.



